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RED BANYAN

DATA BREACH
COMMUNICATIONS

Essential Response Guide for Business Leaders

THE STAKES

A data breach is more than an IT problem—it's a reputation crisis.
How you communicate in the first hours and days determines:
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S CRITICAL RESPONSE STEPS

COMMUNICATE FAST IDENTIFY SECURITY UNDERSTAND
WITH FACTS VULNERABILITIES REGULATORY
REQUIREMENTS

Speed matters, but accuracy matters Bring in external cybersecurity Consult legal counsel immediately.
more. Notify stakeholders promptly experts to identify root causes. Their Notification laws vary by industry
with what you know, what you're findings inform your narrative and and jurisdiction. Non-compliance
investigating, and when you'll demonstrate thorough response. triggers fines and liability.

provide updates.

ENGAGE CRISIS BUILD A PROACTIVE
COMMUNICATIONS RESPONSE PLAN
EXPERTS

Professional crisis counsel provides Don't wait for a crisis. Develop
objectivity, manages all response protocols, messaging
communication channels, and templates, and stakeholder contact
protects your reputation while lists now. Test regularly.

meeting legal obligations.

COMMUNICATE WITH EVERY STAKEHOLDER

Each group needs tailored messaging

Customers

Am | affected? What should | do now? HOW RED BANYAN
CAN HELP

Board/Leadership

We've guided organizations through
hundreds of data breach crises—from
healthcare HIPAA violations to financial

Media services incidents. Our team helps you

What's our liability? Financial exposure?

protect your reputation, and maintain
Employees stakeholder trust.
What happened? What do | tell people?

Contact us for a

Regulators confidential consultation:
Are you compliant? When were you notified? @ redbanyan.com

Partners/Vendors ¢, (866) 898-6569

Am | affected? What should | do now?
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